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Abstract of JP 2001255953 (A) 

PROBLEM TO BE SOLVED: To provide a method 
for guaranteeing the data maintainability of software 
for the controller of an automobile. SOLUTION: A 
pair of controller keys 300, having first and second 
keys and the prescribed number n of license key 
pairs 312 having the first and second keys, are used. 
The license information of the first license 318 is 
signed by using the second key 304 of the controller 
key pair 300, and software (320) to be newly 
inputted to a controller 360 is signed 322 by using 
the second key 314 in the license key pair 312, in 
which the first key is arranged in the license 
information of the last license. 
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2tJo(tftXT-'y7°2 02) „ * CO^5A^C0fttl5!J» 

xtmcoimmmfv 7 h x r^^^fi^ftft . 

[ 0 0 5 9 ] JJcfc, BifraE^fWEteov^TBiMfcRW 
ft. 5fe-r. b^xh-fey^tiSH^tcop^c-r, ;<wjb 

ft t . «*W=SrBESTiEBf*'# (Mi{ffil«4 0 0 ) 

a , X7 w biii; >mm&-M-$-h z. ^immmm 

tZhyXh-^y740 4l l zmm-rt (SI4tfcftftX7- 

7 74 02) „ 

[00 60] l77N*y^404(l |g"TfiE4 0 6 
ML. i«BBnE4 0 6fc3B«Mi (H3t*3ttft*f^- 
3 04fe#H§) Srffl^TS^L, i«fg" B IliE4 0 6 
^"tiEFJTW#4 0 OfciMjlt, ^ t IT'M£50l2^'t[E4 0 6J4 
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[0061] BraiB9re#4 ooii imm^x^i 

£tf>K»JIE4 0 6j^T1B5t*#4 0 OtiW^i 
tSHl*IT\ 77 1^x74 0 8 (03 ttJ(t*flr^3 2 

o i>mm ) *B*riE0f*#4 o o or? a <- Mt^rn 

tt. V7l-)i7 5 0 Oiii- 71540 rttTlHWI 
71^x7560 li*Pl<^M«iaiWtflX$fl.4 fc«> 

4 0 8MtfteB»TE4 0 63WBRTiE0f*#fcJ: D^Sl 
[OO62]@7a-07d»^ > V7l7i7f) 

[0063] ^M^jaF* -tfD^*tCtiV^»fe^-4i 

(33B»S«rca ^.oii, ^o*:ft t;^ Ttt&rB 

[0064] «fc OjBtfca^-S £ . V7l7x77 5 0 
*» 4> , Jltt <W \ -y is x flHB£ -ft t T J9r 11^ "/ is * ^ - H 
7 5 l:6*£j£;3*l4. ££TA V ^a3-|«7 5 1J: 

So .I<7VvySyx:3-l'7 5 1 liBRriEBf* 

#«^SHMi*fflv^T»&S*t4 (#&1 (W^-7 5 
2) ) . A 7 ya3-1'7 5 1 ifcti, 

f&£1ttS« BP^. ^Jt^TV^vyiyxffihfcfcfL 

sett) . 

[0 0 6 5] B^SilTl"^ yy 17x77 5 3(4, ± 
[0066] V7l7x TtcMJE L^Tj itT-lgnTII^I 

tt^^i-g. (H7b) . tmmm^mco^mm^ts^m 

:flLTfl!i<7VVy^x=i-17 6 1 jW&SSfl*. tit 
vvy^xa— F7 6 1 ffiOFJf5tOS§£r*-f&T 

(S*2 (M762) ) . 

[0067] Wfc£V:7 WxTifetffcBlirE£IW«S 

ffa*»3&*f-iy^s*t* (H7c) . -e^fcfet* mm 
mmt^ <o&M£&s£ 2 t mm § *i „ ^7^3-1* 

(flrf76 5) ft sfx S . £ Off Jt§ n 



a3— K7 6 1' fcJt«§*l.-S.«, litli. W2fO/vy 
yj.3-F 7 6 5RU-'7 6 1 ' {±SVHC— JAL&V 

177) . 

[0068] Ig«Tffi^IELV^i:^SE$tL3ti:-rS t , & 
«Xf77 (07 d) V7 t^xTiWElX** 

§ tut fc" 3 j^'f - x -y ? § ixh . %<7)tztb tc . *fJE56^ 
CV7l7x TOg£ 1 ^f^TfE* 1 t O&HMftWIffl £ 

;«A7ya3-17 5 6 {4. y7Wx7Hffl(« 
fcBtS&Sfti'vySoLa— F7 5 1 ' hnyyW-^7 

77<7VN 7yx3-l'7 5 6 RXf 7 5 1' iScf h OT" 
fentf, M«R!Bdaffc!5ry7 17xTSrfflv^T^tt$ 

*if§&. ^■feitf^f-xv^^nij^rs^^, ft 

[00 69 ] ±j£<?)^r~J?>vm%*<Dmz, »|/t-ht 
-A*IiA-ht-Bfc«U 4 ft t , Bf II 
ftl/yy- IyX^yx-77^ s S»^ffiffl § tlT l ^ 
S. -e^T'li, B^-TSL^RANDOM^AtCjIftf- 

ttHU. AcoWfgSr^S-ri,,, 
[00 70] <XC, 08t^V^, ±j£(T)1-\Uyi/ 

-vxi$>x--}j^\ l zmt%>, ffifecoMmmcoyyhv 
[0071] ±j*eoy ^ b^xro»fe*tii, M»g 

t2ffl&tt\?btL&k\i*5&V&3&Ztlh. #V7l7x 

tig ij a ep t rant it ^ v ^ . i tfonssij a msm t a 

6. 

[00 72] act, M45c, WmWt^Tv^y^l^ 
[0073] y7 b^xr^fflS'Ht-rs^ftt. *i*y 

7l7x78 0 0C$MfFGNswJfiL, 
i^tV7l7x7^M. ^lil FS P 804tft 
t. iitLfcJ:3^¥^3-l! Off tcS£ s n 
S (w-f-8 0 2). fMffl$IB8 0 6l4BB*Lfc «t d ttE 

FGNsw^'Ayyan-l't gig § S.(rr 

[0074] S^8 0 23&g6*Wfc«KS#lS L V7 
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h«?*r8 0 0tcW9ST&*tT^6*!IMMB8lFG 

( **** ) fc -Stf* 36> fc' ^ x «y ? Ztl& . - 
a^«^fcttV7h^iT3WIKftS*i*. -Hit* 

«»WttJV^T^f{tffifflSii^S. JSC flfioSWOfc 

[0075] Z.oMf?)V TOfflS'J-ffcSrUSS Uf 

i amW^F G N (4y =e u <ofS*ttt t>M1ff^«l*lt 
(f±MC5^— T^-fe^^-r^. (CAS) 810tt# 

HBStt <n* t u w tix x *h z t \z J: <o mtmm 

[0076] H8 J:4i};«7"n-fe^t±. BfcSX^ 
Ssi ±i*o^|flii I F S P 3&»feiKS*||fiB*tf5flfi<?3— 

F SslW-7?^Xi/^fi (CAS ) 8 1 0F*3^ 

[0077] $M^FGN(±, A 

[ 0 0 7 8 ] ffiti fciHW^fc V7bVx Tftim , * 
#:#^t;SD^T^M@*^ v Mii I F S p U£«£ft& 
(tf804) . -fOSL V7l7i7800^MI 

cofJL f&iJfPSias 0 6(4. m&Tyf-ruyis-i/xxy 
y. -mmzmx >t , y7b7s rrt<o**»*jW*H<o 

tSllRANDOM^- 7^«yXfA8 1 OtM 
fit"!. (fff808) . *-7^-feXyXfA810T" 
(4 , t-lE'S S *lX V ^ F G N #\ gfi $ 

*1.3t*fls»^FGNswi:Jt«S*i5. 3IS«fVCfl&E 

cr>mj<^mmmm i f s s si^ti*?^ bww 

$P$gS8 0 6 t=R4 i 3 tiMftStLS o $'iffllga8 0 6 

a. g%,ztix^&mmmmmffimi fs p »t 

£ fiJHW -I) A 1 b° 3 # J£« S ix -6 (Xf778 
14). -grt ( OK ) $lJ«gB8 0 6(4 

•y7°$:fll> (Xf778 16) „ 

[0079] Z<7)jjm<Vm&Mt LX. Effl-CO— *t«0SI 
IFSsl^IFSp <0ft;b 0 fc. *Hfc«8WfcS<T.T 



[0080] S^coi fcSrtfWb. _h3*Lfc^-C<0*atc 
wt , h y x f- 4? y y <?»IEWK«%art-£ 0 Wt & i: 

[HI ] SWtctiJtiMIIBaBllSt^^H-CfeS. 

[02] ®mmmmzv~7h*7*T&m?>-&£&g>tiiib 

cDyn—Z^-tmxfo&e 

[03] V7h7x r *fE l < fijwsa^MtP ^ 

mzM^coS^iil^-th i k Cltl.7o-£*tI 
[H4] b^xh-fey^tciSfgnriE^S^-Sr^-rilT' 
[05] y y h 7i7< r Ktft«f y^/^<oM*i 
[06] SfcASfLT^4y7b^xT*«iE-r4fc«) 

co , § iiHsssn (=fc w s -f - x >y 9 caw -i. y n - £ srr 

[07] 07 a— 07 d(4. >\ v Is a a- H § ffiffi Ltz 

imm.b y 7 h^xT^Bf-f-^v^iE^^^T-fc 

[08 ] S:Mll*'lflS^^x -y 9 ~thtzih<r)T)V3*) X 

[W-f-COlMHg] 

1 2 

14 ^-l^x-i 

1 6 mm^x 

1 8 flJSi>.XT-A 

20 GSM^7h7- y 

21 ayhu— h^x-f (MM I (Men Machi 
ne Interface) rj y fn- 7^- h^x-^ ) 

2 2 CAS (#— 7^«-/XfA) 
200 ^-S-Srff 3Xf 77 

2 0 2 I^SEk V7b7x T c7)li»3i^ mi 0 x-r 

7/ 

2 0 4 B=THaW 7l7x T^IE^fi 1 3 -y 

7° 

300 Hi n^r 

302 miii^T^iHii ( b^y h-tyy^iB 

304 S lH^rc7)T5 >f<- hit (8HIMI) 

306 mmi&m. 

308 3§ijtpgaco y - h - t y y 
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3 12 
3 1 4 
3 16 
3 1 8 
3 2 0 

3 2 2 

4 0 0 
4 0 2 
4 04 
4 0 6 

4 0 8 

5 0 0 
5 2 0 
54 0 
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6 0 0 
6 0 2 
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6 0 6 
6 0 8 
6 1 0 
6 16 
6 1 7 
6 1 8 
6 1 9 



V7b^x7 
I^ll5ty7b')x7 



V7b^x7 
V7b^x7^1 

ffitz tSA Sfutv^b^xr 

^fflU (BTO5f*#^BI!«l) 
BJOIEflWR 

IOTE<?««2 



750 V7b^x7 

7 5 1 y7b^x7^^0A 7 y^a-F 

7 5 1' V7h9x7H^7yA3-b' 

7 5 2 (V7^x7) 

7 5 3 S^^y7h^x7 

7 54 

7 5 6 S^l*^^A 7 y^3-H' 

7 6 0 EPTKflHR 

7 6 1 IX nTEIffB** ^A 7 i/a^P 

7 6 1' !S^TIiEffi#^^^^^^^r?-F 

762 S^r2 (B^llE) 

7 6 3 »£§*l3teB™Wl 

7 64 

7 6 5 S42KiOA 7 yj.^F 

80 0 JftA5fLTV^V7h^xT («*») 

8 0 2 

8 0 4 ^raa 

8 0 6 $W^a 

8 0 8 $M^F GNswtatRANDOMSM 

WiUltfC A S ^fllT & Xf77 

8 10 CAS (i-rnXyXfA) 

812 CAStTS^SftJtS^^FGNfcS^ 

RANDOM^CAS ^Mff ^B^Mfl^ £ Xf 7 7 

8 1 4 SfJttP^a^^l^y^fiSritKt-^X^^T 

8 1 6 WSI^li£^f77^^f77 
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